
Case Study –  
Structural Authorisations at Vaillant 
Group 
 
iProConference SAP HCM, 6/7 May 2015 in London 
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Agenda 

– Business requirements 
– Technical realisation 
– Scenarios 
– Lessons learned 
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AUTHORISATIONS FOR A 
MATRIX ORGANISATION 

Business Requirements 
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… 

Matrix Organisation with Functions and Countries 

HR FI R&D 
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Constraints for access to HR master data 

 
  Give Group HR access to all employees and org. objects 
  Give Country HR only access only to employees and org. objects of same country 
  Give managers read-only access to reporting employees 
  Enable access to special functions like time managers 
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SAP STANDARD FUNCTIONS 
AND CUSTOM 
DEVELOPMENTS 

Technical Realisations 
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First we need a new authorisation object 

 

– Transaction SU21 

– Define authorisation fields 

• Use INFTY / SUBTY to restrict data available 

• User IT1 fields to restrict personnel numbers in 
access 

• Use PROFL for complex logic or OM objects 

A custom auth. object allows you to extend the standard functions for custom rules 




01

-J
an

-0
9 

   


Ti
tle

 o
f P

re
se

nt
at

io
n 

 8 

Then we build some roles  

– General limitation to a particular company code 

– Exclude infotypes with salary information 

– Add a profile. Wait… what profile? 

Create a role for each user type (HR Admin, Line Manager, Special Function User, …) 
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Setup your profiles 

Profiles map each of the business rules we defined 

– Transaction OOSP 

– Setup a profile for each business rule 

– Define either an evaluation path (simple) or a 

function module (complex) 
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Use evaluation paths if it‘s an easy requirement 

Evaluation paths can be used to query objects from the org. management withour ABAP coding 

– Transaction OOAW 

– Query relations between 

objects in a particular 

sequence 
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Go for function modules if requirements become complex 

Function modules give you the full range of implementing any logic required. 

– Transaction SE37 

– As long as you stick to the FuMo interface, 

you can implement any logic required and 

possible in ABAP 
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Decide if you require context dependant authorisations 

SAP allows you to evaluate IT1 authorisations as well (e.g. in PA30). This can make things easier 
or more difficult. 

– Table T77S0 group AUTSW give several 

switches 

– By these switches you can define if which 

authorisation model you want to use 

– You can combine authorisation models 
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WHERE STRUCTURAL 
AUTHORISATION MAKE OUR 
LIVE EASIER 

Scenarios 
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Scenario 1 – Mobile ESS/MSS 
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Your SAP Gateway can be queried freely with any browser 
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Scenario 2 – HRAdmin Proxy for ESS/MSS 
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Scenario 3 – Limited ALL profiles for e.g. team calendar 
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YOU‘RE NEVER DONE WITH 
IMPLEMENTING 
AUTHORISATIONS 

Lessons Learned 
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Lessons Learned 

 
Performance 
 
 Evaluation of profiles in SAP Standard can be very slow 
 Buffering via Report RHBAUS is not really an option (uncomfortable, leads to errors) 
 Use functions modules instead of evaluation paths 
 User function module top includes to buffer data 
 Implement SAP BAdIs HRBAS00_STRUAUTH / HRBAS00_GET_PROFL to improve 

performance 
 
 We made it from minutes to microseconds querying a person in PA30 

 
 
 

 

 
Non-OM staff 
 
 Is all your staff assigned to a position in org.management? Is any org.unit somehow related 

to your root org.unit? 
 What happens, if a person is not assigned to a position during the hiring action? 
 
 Think of workarounds and implement profiles for these cases 
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