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SAP HCM Authorisations:
Little known tips and pitfalls




Todays situation 1IProCon
Y /

 Role amount is terribly increasing, because

— Rather create new role for new requirement instead of
checking existing authorisation

— Functional range of SAP HCM applications increases

— Functions are becoming decentralised — more users need
different access

— General authorisation is used for both: access to data and
access to persons
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Agenda 1Pro§>n

e Little known tips for reduced role maintenance
— Structural authorisation
— P_NNNNN
— Reference role

e Avoid these pitfalls
— P_PERNR
— P_ABAP
— Time dependent check - T582a
— Adding rights from different roles, particularly backend and XSS
— PLOG_CON
— Non-integrated persons
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Reduce role maintenance 1Pf0§>n

 Implement or enhance use of structural
authorisation

e Use object P NNNNN

e Reference roles




e
Are you using 1 profile for each location? 1Pr09<‘n

Authoriz, profile  Auth.profile name
London
Carnbridige
Portsmouth
Birrninghan
Liverpool Responsible for 2 locations:
Bristol Llser name Auth, profile Start date  End date =
Coventry IPROCON &7  Z00l 0l.0l.2012 31.12.9999
| s IFROCON A7  Z00Z 0l.01.2012 31.12.9999
Glasgow
Edinburgh
\
&\uth.pmﬁle Mo, Plan.., Ch.,. Object I Maint., Ewal.path Statu... Depth  Sign  Period
001 1 0l 0 @ILEEE ] D0-0-5-P 1 D
\_/




How to create dynamic profiles 1Pr09<‘n

Auth.profile M., Pla... (Obj.... Object I Maint, EBEvalp... 5., D.. P Function module

7020 1 0l 0 O (] 0-0-3-P 12 KCEH GET_ORG_AS3IGNMENT

Standard function module RH_GET_ORG_ASSIGNMENT
dynamically identifies the assigned org unit.

Position J

Person J

{ User J
- iProCon: Better HR

Org unit J

ORGASS




e

Step 1: Create custom relationship 1Pr09<‘n
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— Org Unit A Org Unit B
Position Position
—  Person —  Person
OT Object type text A/B|Rel |Relationship name RelObjType
0 Organizational unit B |ZIF |Is responsibility of 5
5 |Position L |ZIP |Responsible for location 0

WWwWw.iprocon.com



Step 2: Copy evaluation path ORGASS 1Pr0§>n

Evaluation Path 'ZORGASS |Determine organizational assignment
Mo. Obj.Ty... A/B Relat'ship Relationship name Priarity Rel.obj.type
1 @ B 008 Holder * 3
2 U5 3 208 Is identical to * P
3 5 . ZIF Responsible for location  F 0
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Step 3: Copy function module 1ProCon

Function module |E_EH_GEI_{:EG_ASSIG}H{E.HI ' Inactive
Attributes l/lmpﬂ-rt VExp-ﬂrt l/Ehanging VTabIt—:-s VEHcept'm-ns y

221{%

23 [= IF =sv—s=subrc = 0

L4 1v wegid = "Z0RGASS'

25, | ENDIF.

26

27 CALL FUNCTION 'RH PEUILD WORKFLOW'
28! EXPORTING

P El iv_evaluation path = 1lv wegid
30! IMPORTING

:._ ev mod ev = 1lv wegid
:.E ev is internal = 1lv wegint.
34 CALL FUNCTION 'RH STRUC GET'

35 EXPORTING

:.E act otype = 'TO5°

37 act objid = uname




Tip for enhanced use 1ProCon
P /

* |f the access to persons can‘t be determined from org
structure you can also develop a custom function module
that may identify all relevant persons by

— user parameter
- master data (e.g. Time Administrator, Default Position)
~ customizing

* |n this case, evaluation path and start object remain
empty.

iProCon: Better HR
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Reduce role maintenance 1Pf0§>n

e Enhanced use of structural authorisation
e Use object P_NNNNN

e Reference roles




1/r0 On
P NNNNN
_ /

e Example: You need access to all persons of
your own cost center.

e But: Cost center is missing in standard objects

* Organisational key leads to 1 role for each
user.

e [nstead: P_NNNNN with additional coding in
generated Report -> 1 role for all users

iProCon: Better HR
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P_NNNNN is a template authorisation object which has 10 fields. You need to add Infotype, Subtype and Authorization level and any other 7 more fields from inftoype 1, even custom fields.


e

Two HR objects for master data access 1ProCon

LUTSW NNNNH 0 HR: Customer-Specific Authorization Check
[RUTSW ORGIN 1 HR: Master Data

LUTSW ORGED 1 HR: Structural Authorization Check

|2UTSW CRGHX 14 | aster Data - Extended Check

LUTSW EEENR 1 ata - Personnel Mumber Check

-2 ool [& £ |E Manually HR: Master Data

B ood @& 1 £ changed HR: Master Data .

B ool =k &P Manually HR: Master Data Eve ry Object

= ool =k &P Manually HR: Master Data
#* 57 m Buthorization lewvel * always needs
* # T Infotype 0000-0016 . .
* & M Persomnel Area 1000 to be maintained.
s o T Employee Group *
#* 57 Employee Subgroup *
* & T subtype .
#* 57 m Organizational Eey *

-2 ool & £ & Manually HR: Master Data - Extended Check P ORGEX
= Com E B Manually HR: Master Data - Extended Check T-0W
#* 57 m Ruthorization lewvel *
= # T Infotype 0000-0016
#* 57 m Payroll Administrator *
#* 57 m Bdministrator for HR Master Da 002
#* 57 m Administrator for Time Becordi *
#* 57 m Administrator Group 2000
* & M subtype *




Create ONE new object with necessary {roC n
fields )

o0l & 2 [E Manually Z HRSTRMM Z HRSTAMM
—3 oC@ [E [0 & Manually 2 HRSTAMM T-OVa7

# ;-;? ﬂ PButhorization lewvel *

# ;-;? ﬂ Personnel Subarea *

# . T Infotype 0000-0016

# ;-;? ﬂ Coat Center *

# . T Personnel Area 1000

# ;-;? ﬂ Employvese Group *

# ;-;? ﬂ Payroll Rdministrator *

# ;-;? ﬂ Bdministrator for HR Master Da 002

# . T hdministrator for Time Recordi +

* & T Subtype *

Unfortunately 10 fields, only.
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Reduce maintenance effort 1Pr09<‘n

e Enhanced use of structural authorisation
e Use object P NNNNN

e Reference roles




Live- , a
Concept of reference roleM/ 1Pf09<'n

Derived

Role
Personnel Area: 1000 r

Reference Role Derived

> Role
Personnel Area: *
Inheritance of all

authorisations except for Derived

the organisational levels Role

\\&rsonnel Area: 3000 ,|
—



Presenter
Presentation Notes
Bsp. Z_AM_MUTTERROLLE: IT ändern
Z_AM_TOCHTERROLLE1: zeigen, und Copy Data, um Änd. Zu übernehmen


e
Agenda 1Pro§>n

e Little known tips for reduced role maintenance
— Structural authorisation
— P_NNNNN
— Reference role

e Avoid these pitfalls
— P_PERNR
— P_ABAP
— Time dependent check - T582a
— Adding rights from different roles, particularly backend and XSS
— PLOG_CON
— Non-integrated persons




e
P_PERNR 1Pr09<‘n

H COd 2 Manually |HR: Master Data - Personnel Number Check P PERNE
I_ ™Y ,
B COd E.Hanuall}f HE: Master Data - Personnel Number Check T-Ia55
— & ” Authorization lewel *
— & 7 Infotype 0006
& ;:.’5‘5" Interpretation of assigned per * Not like this!
& 7 Subtype *

Please note!
Basis is always ,normal‘ authorisation — P_PERNR is checked last
E: less rights for own personnel number (e.g. Change ITO008)

I: more rights for own personnel number (e.g. ESS)




P ABAP {rOC( n

LEI oog &P Changed  HR: Reporting T-DVE7003600 l

-3 Cod 2 |& Changed HE: Reporting P LEAE

#* 49' m Degree of simplification for a 2 CORRS

= P m ABAP Program Name RFFOD U, RPFRAFF00, RERDTA*, RFRTECOO, RI—‘RI‘EFCIEI REPID
Display Authorization Data for User IPROCON_AM1 w
| @3 (=stored Checks  Text View [E3

Description Authorization values
~ Date 17.04.2015 Time 11:38:15 Transaction S_RHE 61016369
> Authorization Obj. B_ABRF HR: Reporting

* Authorization Field CORRS Degree of simplification for authorization check |2
Please note| * Authorization Field REEID ABAP Program Mame SAPDBENE

P_ABAP deactivates HR authorisation check for the report (if COARS = 2)
Never enter the Logical Database SAPDBPNP in the field REPID of P_ABAP
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Presentation Notes
The object does not replace the basic authorization required to start a report. Rather, P_ABAP simplifies and speeds up the process of checking the reported data. If you assign full authorization for this object, a user will be able to view all the HR master data in the associated reports, even if he or she does not have authorization for the relevant infotypes and personnel numbers.
P_ABAP authorization object has an effect only in reports that use the personnel administration logical database (PNP).
Exceptions are the reports of the payment medium programs for financial accounting and evaluation of logged changes in the infotype data.
Here, the P_ABAP authorization object is active, although the PNP logical database is not used.


P_ABAP — Extra Tip ProCon

L

= Co@ [@h [] &5 Manually HR: Reporting T-DVET003601
* 59 ﬂ Degree of simplification for a 1 CORRS
% o7 T ABAP Program Name RPLMITO0, RETEDTO0 REFID
= ool [& L2 |E Manually HR: Master Data B_ORGIN
—= ool [mL [ &% changed HE: Stammdaten T-DVET003601
#| 7 T Muthorization lewel B LUTHC
# 7 T Infotype * INFTY
# 7 T Personnel Area NONE PERSA
# 7 T Emplovee Group * PERSEG
& 7 Employee Subgroup * PERSK
* 7 T Subtype * SUBTY
# 7 T Organizational Key * VDSKL
—= ool [m [] &} Manually HR: Master Data T-DVET003600
#| 7 T Muthorization lewel * LUTHC
# 7 T Infotype 7727 INFTY
& 7 Peraonnel Lrea * PERSH
#| 7 T Emplovee Group * PERSG
& 7 Employee Subgroup * PERSK
*+ 7 T subtype * SUBTY
#| 7 T Organizational Key * VDSK1
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Presentation Notes
Tip Simplification Degree 1
It ﻿can ﻿be﻿ used ﻿for﻿ report ﻿authorizations ﻿to ﻿infotypes ﻿that ﻿an ﻿administrator ﻿is not ﻿allowed﻿ to ﻿see.﻿﻿To ﻿do﻿ this, ﻿you ﻿need﻿ to ﻿assign ﻿a ﻿non-existing﻿ employee﻿ subgroup ﻿for ﻿this ﻿infotype ﻿in ﻿P_ORGIN﻿ (or ﻿a ﻿corresponding ﻿master﻿data ﻿object) and﻿ the﻿ simplifi﻿cation﻿ degree﻿ “1”﻿ for﻿ this﻿ report﻿ in ﻿P_ABAP.﻿ By﻿ authorising the ﻿infotype﻿ for﻿ a ﻿non-existing﻿ employee﻿ subgroup,﻿ it﻿ is﻿ only﻿ accessible﻿ if﻿ it’s ﻿read﻿ in﻿ a﻿ report﻿ where﻿ the﻿ authorisation ﻿check ﻿is ﻿reduced﻿ by﻿ means﻿ of﻿ simplifi﻿cation﻿ degree﻿1.

If anybody doesn‘t believes it, show using iprocon_am1, innohr, only role Z_AM_TEST_P_ABAP necessary.




Time dependant check 1Pr09<‘n

Change View "Infotype attributes (Customizing)": Details
*?  MNew Entries Ewd d B Eg

Infotype 000z ||Personal Data

General attributes

Time constraint 1 [ |Subtype obligatory [ Accntng/log.data
Time cnstr.tab. Subtype table [ Text alowed
Maint.aft.legve Subty.text tab. [¢| Copy infotype
[ | Access auth. Subtype field [¢|Propose infotype

Display and selection
Select w start 3 Create wjo strt 1 Sort sequence

Please note!

The date-dependent check is not carried out for each infotype by
default. You can change the setting in table view V_T582A.
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Presentation Notes
An administrator can always access uncritical infotypes, for example, IT0002 (Personal data), if the responsibility has been available or will be available at any point in time. For most infotypes, however, the date-dependent check is active.
If an authorization problem only occurs for certain infotypes check the infotype settings of the Access authorization indicator in Table T582A.



-
Rights from different roles adding up PProCon

e |tisa common misconception that authorisations are only
used together, when in the same role

— E.g.:if one role allows to read infotype 0002 and a different role holds
rights for transaction PA20, then the user cannot access infotype 0002
in PA20 > WRONG!

— When a user wants to perform any action, authorisations from all roles
assigned are applied
e Example: HR team leader

— Role ,HR Manager UK“ gives access to transaction PA30 and HR
infotypes only for personnel areas in the UK

— Role ,Manager for MSS“ gives access to all HR infotypes without
restrictions (assumption: MSS assigns right people only)

— Problem: combining both roles gives access to all HR data globally

iProCon: Better HR
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Übergang: Talking about adding up rights -> the solution for 2nd example would be context authorisation, first example not, only if P_NNNNN with tcode used


No context for org objects 1ProCon

PLO ON

Definition
NOTE: Do NOT use this authorization object. It does not work.

This object is used by the authorization check for personnel planning data.

This authorization object comprises the same fields as object PLOG and has been enhanced with
the new PROFL field (structural profile). The check for this object enables user-specific contexts to

be represented in PD.
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Non-integrated and context auth. 1ProCon
Organizational plan
Note:
Position 99995999 . .
Only users with profile ALL always see all
Job key R Non-integrated.
Org. Unit 50000034 Private International ..
Org.key 10000000003000
AUTSW DFCON 3 HR: Default Position (Context) |
Recommendation: AUTSW INCON O HR: Master Data (Context)
Eval . . | . AUTSW HNNCON O HR:Customer-Specific Authorization
valuate organizationa Unlt/ AUTSW HNNNNN O HR: Customer-Specific Authorizatior
Grant authorization as default AUTSW ORGIN 1 HR: Master Data
LUTSW ORGED 3 HR: Structural Authorization Check
= CCa @ IF] & Manually HR: Master Data with Context
# 7 T Authorization lewvel *
# o T Infotype 0000-0016 ]
& Personnel Area * Tlp:
& ﬂ Employee Group * . .
+ /#  Erployee Subgroup * Grant infotype access for non-integrated
Al via structural profile $$$$3S.
#| 7 T Organizational Hey *
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Presentation Notes
Pensioners, students, …

The profile $$$$$$ will be filled with non-integrated in standard authorization check of class CL_HRPAD00AUTH_CHECK_FAST, methods GET_CONTEXT_AUTH_PERIODS and GET_MIN_PERNR_CONTEXT_PERIODS.


Book recommendation 1ProCon

Authorizations in

>
' E
ﬁ
g' P Create process-oriented authorization concepts
= b Use the complex authorization tools in real-life scenarios
g » Find tips for customizing and extensions, reporting, and
o troubleshooting
o]
E 3
n
-
3
%

Martin Esch £ 's : :
Anja Junold GalileoPress
iProCon: Better HR WWWw.iprocon.com




Questions?! 1Pr09>n
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