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Todays situation 

• Role amount is terribly increasing, because 
– Rather create new role for new requirement instead of 

checking existing authorisation 
– Functional range of SAP HCM applications increases 
– Functions are becoming decentralised – more users need 

different access 
– General authorisation is used for both: access to data and 

access to persons 
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Agenda 

• Little known tips for reduced role maintenance 
– Structural authorisation 
– P_NNNNN 
– Reference role 

• Avoid these pitfalls 
– P_PERNR 
– P_ABAP 
– Time dependent check - T582a 
– Adding rights from different roles, particularly backend and XSS 
– PLOG_CON 
– Non-integrated persons 
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Reduce role maintenance 

• Implement or enhance use of structural 
authorisation 

• Use object P_NNNNN 

• Reference roles 
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Are you using 1 profile for each location? 

Responsible for 2 locations: 

. 

. 

. 
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How to create dynamic profiles 

Standard function module RH_GET_ORG_ASSIGNMENT 
dynamically identifies the assigned org unit. 

User 

Person 

Position 

Org unit 

IT 0105 

Holder 

Belongs to 

O
RG

AS
S 
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Step 1: Create custom relationship 

Person 

Position 

Org Unit A 

Person 

Position 

Org Unit B 
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Step 2: Copy evaluation path ORGASS  
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Step 3: Copy function module 
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Tip for enhanced use 

• If the access to persons can‘t be determined from org 
structure you can also develop a custom function module 
that may identify all relevant persons by 
− user parameter 
− master data (e.g. Time Administrator, Default Position) 
− customizing 
− … 

• In this case, evaluation path and start object remain 
empty. 

 

Presenter
Presentation Notes
Examples BYK, Vaillant
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Reduce role maintenance 

• Enhanced use of structural authorisation 

• Use object P_NNNNN 

• Reference roles 
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P_NNNNN 

• Example: You need access to all persons of 
your own cost center. 

• But: Cost center is missing in standard objects 
• Organisational key leads to 1 role for each 

user. 
• Instead: P_NNNNN with additional coding in 

generated Report -> 1 role for all users 

Presenter
Presentation Notes
P_NNNNN is a template authorisation object which has 10 fields. You need to add Infotype, Subtype and Authorization level and any other 7 more fields from inftoype 1, even custom fields.
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Two HR objects for master data access 

Every object 
always needs 
to be maintained. 
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Create ONE new object with necessary 
fields 

Unfortunately 10 fields, only.  
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Reduce maintenance effort 

• Enhanced use of structural authorisation 

• Use object P_NNNNN 

• Reference roles 
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Concept of reference role 

Inheritance of all 
authorisations except for 
the organisational  levels 

Reference Role 
 
 Personnel Area: *  

Derived 
Role 

 
Personnel Area: 2000 

Derived 
Role 

 Personnel Area: 1000 

Derived 
Role 

 
Personnel Area: 3000 

Presenter
Presentation Notes
Bsp. Z_AM_MUTTERROLLE: IT ändern
Z_AM_TOCHTERROLLE1: zeigen, und Copy Data, um Änd. Zu übernehmen
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Agenda 

• Little known tips for reduced role maintenance 
– Structural authorisation 
– P_NNNNN 
– Reference role 

• Avoid these pitfalls 
– P_PERNR 
– P_ABAP 
– Time dependent check - T582a 
– Adding rights from different roles, particularly backend and XSS 
– PLOG_CON 
– Non-integrated persons 
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P_PERNR 

Please note! 

Basis is always ‚normal‘ authorisation – P_PERNR is checked last 

E: less rights for own personnel number (e.g. Change IT0008) 

I:  more rights for own personnel number (e.g. ESS) 

Not like this! 
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Please note! 

P_ABAP deactivates HR authorisation check for the report (if COARS = 2) 

Never enter the Logical Database SAPDBPNP in the field REPID of P_ABAP 

P_ABAP 

SU53 

PFCG 

Presenter
Presentation Notes
The object does not replace the basic authorization required to start a report. Rather, P_ABAP simplifies and speeds up the process of checking the reported data. If you assign full authorization for this object, a user will be able to view all the HR master data in the associated reports, even if he or she does not have authorization for the relevant infotypes and personnel numbers.
P_ABAP authorization object has an effect only in reports that use the personnel administration logical database (PNP).
Exceptions are the reports of the payment medium programs for financial accounting and evaluation of logged changes in the infotype data.
Here, the P_ABAP authorization object is active, although the PNP logical database is not used.
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P_ABAP – Extra Tip 

Presenter
Presentation Notes
Tip Simplification Degree 1
It ﻿can ﻿be﻿ used ﻿for﻿ report ﻿authorizations ﻿to ﻿infotypes ﻿that ﻿an ﻿administrator ﻿is not ﻿allowed﻿ to ﻿see.﻿﻿To ﻿do﻿ this, ﻿you ﻿need﻿ to ﻿assign ﻿a ﻿non-existing﻿ employee﻿ subgroup ﻿for ﻿this ﻿infotype ﻿in ﻿P_ORGIN﻿ (or ﻿a ﻿corresponding ﻿master﻿data ﻿object) and﻿ the﻿ simplifi﻿cation﻿ degree﻿ “1”﻿ for﻿ this﻿ report﻿ in ﻿P_ABAP.﻿ By﻿ authorising the ﻿infotype﻿ for﻿ a ﻿non-existing﻿ employee﻿ subgroup,﻿ it﻿ is﻿ only﻿ accessible﻿ if﻿ it’s ﻿read﻿ in﻿ a﻿ report﻿ where﻿ the﻿ authorisation ﻿check ﻿is ﻿reduced﻿ by﻿ means﻿ of﻿ simplifi﻿cation﻿ degree﻿1.

If anybody doesn‘t believes it, show using iprocon_am1, innohr, only role Z_AM_TEST_P_ABAP necessary.
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Time dependant check 

Please note! 
The date-dependent check is not carried out for each infotype by 
default. You can change the setting in table view V_T582A. 

Presenter
Presentation Notes
An administrator can always access uncritical infotypes, for example, IT0002 (Personal data), if the responsibility has been available or will be available at any point in time. For most infotypes, however, the date-dependent check is active.
If an authorization problem only occurs for certain infotypes check the infotype settings of the Access authorization indicator in Table T582A.




www.iprocon.com 26 iProCon: Better HR 

Rights from different roles adding up 

• It is a common misconception that authorisations are only 
used together, when in the same role 
– E.g.: if one role allows to read infotype 0002 and a different role holds 

rights for transaction PA20, then the user cannot access infotype 0002 
in PA20  WRONG! 

– When a user wants to perform any action, authorisations from all roles 
assigned are applied 

• Example: HR team leader 
– Role „HR Manager UK“ gives access to transaction PA30 and HR 

infotypes only for personnel areas in the UK 
– Role „Manager for MSS“ gives access to all HR infotypes without 

restrictions (assumption: MSS assigns right people only) 
– Problem: combining both roles gives access to all HR data globally 

 

Presenter
Presentation Notes
Übergang: Talking about adding up rights -> the solution for 2nd example would be context authorisation, first example not, only if P_NNNNN with tcode used
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No context for org objects 

PLOG_CON 
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Non-integrated and context auth. 

Recommendation:  
Evaluate organizational unit /  
Grant authorization as default 

Note: 
Only users with profile ALL always see all 
Non-integrated. 

Tip: 
Grant infotype access for non-integrated 
via structural profile $$$$$$. 

Presenter
Presentation Notes
Pensioners, students, …

The profile $$$$$$ will be filled with non-integrated in standard authorization check of class CL_HRPAD00AUTH_CHECK_FAST, methods GET_CONTEXT_AUTH_PERIODS and GET_MIN_PERNR_CONTEXT_PERIODS.
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Book recommendation 
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Questions?! 
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